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DETAILED ACTION 

1 . Claims 1-20 are pending in this application. 

Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1 -7, 1 0-1 6 and 1 8-20 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Raymond, US 6,697,462 , in view of Sundsted, US 5,999,967. 

For claim 1, Raymond discloses: 

A method of regulating electronic communications (Abstract), said method 
comprising the steps of: 

a) via a sender, purchasing a satisfaction bond to be coupled with a 
communication (col. 5, lines 52-55, at step 212 Party A post bond), said bond 
being adapted to be forfeited if a recipient of the communication to which the 
bond is coupled rejects the communication (col. 5, line 67 - col. 6, lines 1-2, 
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disclosure that if party B rejects email, then bond is forfeited); 

d) establishing said bond (col. 5, lines 52-53) comprising: 

e) via said sender, pledging or transferring a res in exchange for said bond 
(col. 5, lines 53-55, disclosure of credit card being used to purchase 
bond); and 

k) sending a message intended for a recipient accompanied by said bond (col. 5, 
lines 56-57, steps 214 and 216); 

m) subjecting said message to a filter when said bond is not determined to be 
legitimate or said message is not accompanied by a bond, said filter being 
adapted to accept or reject messages based upon predetermined criteria (col. 5, 
lines 48-52, disclosure that a message without a bond under circumstances 
where sending party has exceeded a quota); and 
Raymond does not disclose the limitations: 

"f) generating a block of secure data, said secure data comprising: 

g) a secure certificate containing at least sender identity indicia; 

h) a digital signature; 

i) a hashing code; and 

j) a hash of the message for which said bond is to accompany; and 
I) prior to receipt of said message by the intended recipient, verifying the 
legitimacy of said bond via a third party 

n) not subjecting said message to a filter when said bond is determined to be 
legitimate." 
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However, Sundsted discloses: 

"f) generating a block of secure data (col. 6, lines 54-57), said secure data 
comprising: 

g) a secure certificate containing at least sender identity indicia (col. 
7, lines 20-22, disclosure that sender and receiver addresses serve 
to bind electronic stamp to piece of email to prevent forging of 
identity); 

h) a digital signature (col. 7, lines 28-29); 

i) a hashing code (col. 7, lines 13-14); and 

j) a hash of the message for which said bond is to accompany (col. 

7, lines 12-13, Hash field 43); and 
I) prior to receipt of said message by the intended recipient, verifying the 
legitimacy of said bond via a third party (col. 5, lines 53-55, disclosure that 
electronic stamp system features can be fully implemented in a third-party server 
between sender and receiver; col. 6, lines 24-25, disclosure that analysis module 
23 validates the electronic stamp) 

n) not subjecting said message to a filter when said bond is determined to be 
legitimate (col. 7, lines 62-67, disclosure that analysis module 23 will reject 
message if electronic stamp determined to be invalid)." 

Raymond and Sundsted are analogous art because both are from the field of email 

filtering and verification. 
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It would have been obvious to one skilled in the art at the time of the invention to 
modify the teachings of Raymond with the teachings of Sundsted, an email system that 
implements digital certificate signing and verification, because this modification allows 
for improved filtering of unwanted emails by way of message authenticity checks. 



For claim 2, Raymond discloses: 

A system of regulating electronic communications (Abstract), said system 
comprising: 

at least one message sender (col. 5, line 2, Party A); 

at least one message recipient (col. 5, line 3, Party B); 

a third party (col. 6, lines 64-65, disclosure of third-party clearing house); 

a mechanism for allowing a sender to purchase a satisfaction bond to be coupled 

with a communication (col. 5, lines 52-55), said bond being adapted to be 

forfeited if a recipient of the communication to which the bond is coupled rejects 

the communication (col. 5, line 67 - col. 6, lines 1-2); 

a bond generator adapted to establish said bond (col. 5, lines 52-53), said bond 

generator comprising: 

a res exchanger adapted to allow said sender to pledge or transfer 
a res in exchange for said bond (col. 5, lines 53-55); 

a message transmitter adapted to send a message intended for a recipient 

accompanied by said bond (col. 5, lines 56-57); 

a message filter adapted to filter said message when said bond is not determined 
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to be legitimate or said message is not accompanied by a bond, said filter being 
adapted to accept or reject messages based upon predetermined criteria (col. 5, 
lines 48-52, message not sent without a bond where party exceeds quota). 
Raymond does not disclose the limitations: 

"a secure block generator adapted to generate a block of secure data, said 
secure data comprising: 

a secure certificate containing at least sender identity indicia; 

a digital signature; 

a hashing code; and 

a hash of the message for which said bond is to accompany; 
a bond legitimacy verifier adapted to, prior to receipt of said message by the 
intended recipient, verifying the legitimacy of said bond via said third party; 
and said message filter is adapted to forego filtering said message when said 
bond is determined to be legitimate." 
However, Sundsted discloses: 

"a secure block generator adapted to generate a block of secure data (col. 6, 
lines 54-57), said secure data comprising: 

a secure certificate containing at least sender identity indicia (col. 7, lines 

20-22); 

a digital signature (col. 7, lines 28-29); 
a hashing code (col. 7, lines 13-14); and 
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a hash of the message for which said bond is to accompany (col. 7, lines 
12-13); 

a bond legitimacy verifier adapted to, prior to receipt of said message by the 
intended recipient, verifying the legitimacy of said bond via said third party (col. 5, 
lines 53-55; col. 6, lines 24-25); and said message filter is adapted to forego 
filtering said message when said bond is determined to be legitimate (col. 7, lines 
62-67)." 

Raymond and Sundsted are analogous art because both are from the field of email 
filtering and verification. 

It would have been obvious to one skilled in the art at the time of the invention to 
modify the teachings of Raymond with the teachings of Sundsted, an email system that 
implements digital certificate signing and verification, because this modification allows 
for improved filtering of unwanted emails by way of message authenticity checks. 

For claim 3, the combination of Raymond and Sundsted discloses: 
The method of Claim 1 , further comprising: 

associating a unique number with each said bond which identifies the sender 
(Sundsted, col. 7, lines 1-3, disclosure of serial number field 40). 

For claim 4, the combination of Raymond and Sundsted discloses: 

The method of Claim 1 , wherein elements e) through j) are carried out by a 
different entity from the sender (Sundsted, col. 5, lines 53-55). 



Application/Control Number: 10/800,591 
Art Unit: 4152 



Page 8 



For claim 5, the combination of Raymond and Sundsted discloses: 

The method of Claim 1, wherein element I) is carried out by determining whether 
the message is accompanied by a legitimate certificate (Sundsted, col. 6, lines 24-25). 

For claim 6, the combination of Raymond and Sundsted discloses: 

The method of Claim 1 , wherein element I) is carried out by determining whether 
the block of secure data has been altered (Sundsted, col. 6, lines 24-25). 

For claim 7, the combination of Raymond and Sundsted discloses: 
The method of Claim 1 , further comprising: 

upon receipt of a bonded message by said recipient, informing said recipient that 
the message is accompanied by a satisfaction bond (Raymond, col. 5, lines 56- 
58, disclosure of system being comprised of "subscribers", subscribers who by 
virtue of previous positive relationship don't require bond and those subscribers 
that must post bond); and providing a recourse for the recipient if the recipient is 
unsatisfied with said message (Raymond, col. 5, line 67-col. 6, line 2, disclosure 
of recipient expressing displeasure by having sender's bond res sent to a 
designated entity; col. 6, lines 64-col. 7, line 5, disclosure that recipient can voice 
complaint on clearing-house). 

For claim 10, the combination of Raymond and Sundsted discloses: 
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The method of Claim 1 , further comprising: 

when said recipient deems said message unsatisfactory, informing said third 
party that said message is unsatisfactory (Raymond, col. 6, line 67-col. 7, line 3, 
disclosure of recipients making report to clearing house). 

For claim 1 1 , the combination of Raymond and Sundsted discloses: 
The method of Claim 1 , further comprising: 

when said recipient deems said message unsatisfactory, informing said third 
party that said message is unsatisfactory (Raymond, col. 6, line 67-col. 7, line 3, 
disclosure of recipients making report to clearing house); and 
said third party keeping a tally of unsatisfactory messages sent by identified 
senders (Raymond, col. 5, line 29-33, tally of rejected messages sent by sender 
is updated). 

For claim 12, the combination of Raymond and Sundsted discloses: 
The method of Claim 1 , further comprising: 

when said recipient deems said message unsatisfactory, informing said third 
party that said message is unsatisfactory (Raymond, col. 6, line 67-col. 7, line 3, 
disclosure of recipients making report to clearing house); 
said third party keeping a tally of unsatisfactory messages sent by identified 
senders (Raymond, col. 5, line 29-33, tally of rejected messages sent by sender 
is updated); and 
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said third party taking action against a sender when the number of unsatisfactory 
messages reaches a predetermined threshold (Raymond, col. 5, lines 4-9, 
disclosure that system will not forward emails for presentation to recipient where 
sender has history of sending emails that were later rejected). 

For claim 13, the combination of Raymond and Sundsted discloses: 
The method of Claim 1 , further comprising: 

said third party rejecting messages that contain a bond previously inserted into 
another message (Sundsted, col. 8, lines 1-8, disclosure that analysis module 23 
checks whether electronic stamp is attached to original piece of email). 

For claim 14, the combination of Raymond and Sundsted discloses: 
The method of Claim 1 , further comprising: 

said third party rejecting messages that contain a bond that has been altered 
since being generated (Sundsted, col. 6, lines 24-25). 

For claim 15, the combination of Raymond and Sundsted discloses: 

The system of Claim 2, wherein said bond generator is further adapted to 
associate a unique number with each said bond which identifies the sender (Sundsted, 
col. 7, lines 1-3, disclosure of serial number field 40). 

For claim 16, the combination of Raymond and Sundsted discloses: 
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The system of Claim 2, wherein said bond legitimacy verifier is further adapted to 
determine whether the block of secure data has been altered (Sundsted, col. 6, lines 
24-25). 

For claim 18, the combination of Raymond and Sundsted discloses: 
The system of Claim 2, further comprising: 

said recipient being further adapted to inform said third party of messages 
received that said recipient deems unsatisfactory (Raymond, col. 6, line 67-col. 7, 
line 3, disclosure of recipients making report to clearing house); 
said third party being further adapted to keep a tally of unsatisfactory messages 
sent by identified senders (Raymond, col. 5, line 29-33, tally of rejected 
messages sent by sender is updated); and 

said third party being further adapted to take action against a sender when the 
number of unsatisfactory messages reaches a predetermined threshold 
(Raymond, col. 5, lines 4-9, disclosure that system will not forward emails for 
presentation to recipient where sender has history of sending emails that were 
later rejected). 

For claim 19, the combination of Raymond and Sundsted discloses: 
The system of Claim 2, further comprising: 

said third party being further adapted to reject messages that contain a bond 
previously inserted into another message (Sundsted, col. 8, lines 1-8, disclosure 
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that analysis module 23 checks whether electronic stamp is attached to original 
piece of email). 

For claim 20, the combination of Raymond and Sundsted discloses: 
The system of Claim 2, further comprising: 

said third party being further adapted to reject messages that contain a bond that 
has been altered since being generated (Sundsted, col. 6, lines 24-25). 

4. Claims 8,9 and 17 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Raymond in view of Sundsted, as applied to claims 1 and 2, and further in view of 
Irlam et al., US 6,650,890 (hereinafter Irlam). 

For claim 8, the combination of Raymond and Sundsted discloses: 
The method of Claim 1 , further comprising: 

upon receipt of a bonded message by said recipient, informing said recipient that 
the message is accompanied by a satisfaction bond (Sundsted, col. 5, lines 43- 
45); and providing a recourse for the recipient if the recipient is unsatisfied with 
said message (Raymond, col. 5, line 67-col. 6, line 2; col. 6, lines 64-col. 7, line 
3) 

The combination of Raymond and Sundsted does not disclose the limitation "by 
referring the recipient to a hyperlinked Internet web site. Raymond and Sundsted are 
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analogous art and the rationale for the combination can be found in the rejection for 
claim 1. 

However, Irlam discloses a pre-processing service for email that flags messages 
and notifies user via email that the message may be accessed on the message center 
web site (col. 5, lines 8-9 and 14-18). Raymond, Sundsted and Irlam are analogous art 
because all are from the field of third-party system email filtering. 

It would have been obvious to one skilled in the art at the time of the invention to 
modify the teachings of Raymond and Sundsted with the teachings of Irlam, an email 
system that implements preprocessing of messages via a third-party server and 
contains a web site for configuration of email delivery/management options, because 
this modification offloads responsibility of management of email filtering from user/entity 
to a third-party (Irlam, col. 2, .lines 19-24), as well as allowing for easy means for user 
to lodge complaint against emailing offender. 

For claim 9, the combination of Raymond, Sundsted discloses: 
The method of Claim 1 , further comprising: 

o) upon receipt of a bonded message by said recipient, informing said recipient that the 
message is accompanied by a satisfaction bond (Raymond, col. 5, lines 56-58); 
q) upon the recipient connecting to said web site, informing the seller of the bond that 
said message is unsatisfactory (Raymond, col. 5, line 67-col. 6, line 2, once recipient 
rejects acceptance of email, the bond is forfeited and res paid out to a designated 
party); and 
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r) in response to element q), said seller penalizing said sender (Raymond, col. 6, lines 
1-3, bond is forfeited by sender; Raymond, col. 5, line 29-33, as well tally of rejected 
messages sent by sender is updated). 

The combination of Raymond and Sundsted does not disclose the limitation: 
p) providing a recourse for the recipient if the recipient is unsatisfied with said 
message, by referring the recipient to a hyperlinked Internet web site. 

However, Irlam discloses providing a recourse for the recipient if the recipient is 
unsatisfied with said message, by referring the recipient to a hyperlinked Internet web 
site (Irlam, col. 5, lines 8-9 and 14-18). Raymond, Sundsted and Irlam are analogous art 
because all are from the field of third-party system email filtering. 

It would have been obvious to one skilled in the art at the time of the invention to 
modify the teachings of Raymond and Sundsted with the teachings of Irlam, an email 
system that implements preprocessing of messages via a third-party server and 
contains a web site for configuration of email delivery/management options, because 
this modification offloads responsibility of management of email filtering from user/entity 
to a third-party (Irlam, col. 2, .lines 19-24), as well as allowing for easy means for user 
to lodge complaint against emailing offender. 



For claim 17, the combination of Raymond and Sundsted discloses: 
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The system of Claim 2, further comprising: 

said message transmitter is further adapted to, upon receipt of a bonded 
message by said recipient, inform said recipient that the message is 
accompanied by a satisfaction bond (Raymond, col. 5, lines 56-58), and provide 
a recourse for the recipient if the recipient is unsatisfied with said message 
(Raymond, col. 5, line 67-col. 6, line 2), 

said web site being adapted to, upon the recipient connecting to it, inform the 
seller of the bond that said message is unsatisfactory (Raymond, col. 5, line 67- 
col. 6, line 2; and 

said seller being further adapted to penalize said sender in response (Raymond, 

col. 6, lines 1-3; Raymond, col. 5, line 29-33). 
The combination of Raymond and Sundsted does not disclose the limitation "by 
referring the recipient to a hyperlinked Internet web site. Raymond and Sundsted are 
analogous art and the rationale for the combination can be found in the rejection for 
claim 2. 

However, Irlam discloses a pre-processing service for email that flags messages 
and notifies user via email that the message may be accessed on the message center 
web site (col. 5, lines 8-9 and 14-18). Raymond, Sundsted and Irlam are analogous art 
because all are from the field of third-party system email filtering. 

It would have been obvious to one skilled in the art at the time of the invention to 
modify the teachings of Raymond and Sundsted with the teachings of Irlam, an email 
system that implements preprocessing of messages via a third-party server and 
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contains a web site for configuration of email delivery/management options, because 
this modification offloads responsibility of management of email filtering from user/entity 
to a third-party (Irlam, col. 2, .lines 19-24), as well as allowing for easy means for user 
to lodge complaint against emailing offender. 



Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to CLAYTON WILLIAMS whose telephone number is 
(571 )270-3801 . The examiner can normally be reached on M-F (8 a.m. - 5 p.m.). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nabil El-Hady can be reached on 571-272-3963. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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/Nabil El-Hady, Ph.D, M.B.A./ 
Supervisory Patent Examiner, Art Unit 4152 



